♦ 



110 



112 




122 



■ 5 



123 



116 

Network server is optional 
Otherwise Peer-to-Peer 
Network 



51 

fill 



114 









— & 











124 



LAN SERVER 118 



FIG. 1A 
(PRIOR ART) 




FIG. 1B 



IV 

•J - 

3! 



=5= 

o 



100B 



PRINTER 31 




PNC-3 PNC-3 



USER-1 32 



Command 
& control 



USER-2 33 



USER-3 34 



Data Switch Server 20 



BACKUP 
DEVICE 35 




VNG Management 
(Web Based) 
28 



70 



PNC-1 30 



PNC-2 40 



PNC-3 50 



/ 


DATA 






ACCESS 


WEB 




SERVICE 


SERVER 22 




23 



26 



FIG. 1C 



200 




CLIENT WEB 
BROWSER 



FIG. 2 



300 



32 



PNC CLIENT 
310 



BACK END SERVICES 
330 



NTWK EMULATION 
332 



VIRTUAL NIC 
DRIVER 
334 



OPT-BUS/lntermediate 



DRIVER 
336 



COMM SERVICES 
338 



ZZ. 



PNC MGMTAPP 320 



BROWSER ONLY 
BASED APP 



AND/OR 



NATIVE CLIENT 
APP 



OS & FILE 
SYSTEM l/F 
322 



BROWSER l/F 
324 



70 



DATA SWITCH SRV 
20 



SWITCH MGR 
344 



WEBSERVER 22 



CM CONSOLE 
370 



DATA ACCESS 

SERVICE 
20 




REG MGR 
342 




SECURITY MGR 
346 



FIG. 3 



410 



PNC MANAGEMENT APP 
310 



USER 
MODE 

Kernel 

MODE 



OPTION A: 

COMM SERVICE & TDI 
<USER MODE> 
412 



TO VNG 
SYSTEM 70 



TO OTHER CLIENT 



NETWORK EMULATION 
MODULE 



332 



VIRTUAL NIC 334 



VIRTUAL BUS/lntermediate 
(OPTIONAL) 



336 



I 



OPTION B: 
COMM SERVICE & TDI 
<INSIDE KERNEL MODE> 

432 



TO VNG 
SYSTEM 70 

TO OTHER 
CLIENT 



400 



FIG. 4 



500 



0 12 3 4 


5 


6 


7 


0 


1 


2 


3 


4 5 6 7 


0123456701234567 


Version 


U 


R 


C 


T 


N 


X 


X 


Header Size 




Destination NM host 


Source NM host 


Group ID 


Data Length 


Payload protocol 



User signature 
- y — ^ signature — 



Destination IP address (On "real" IP network) 
Destination IP port [ Reserved 



FIG. 5A 



NAME 


NUMBER 


DATA 


CLIENT 


SERVER 


ACK 


Acknowledge 


0x00 


[Optional] 


Tx,Rx 


Rx,Tx 




Acknowledge request 


0x01 


[Optional] 


Tx.Rx 


Rx,Tx 


+ 


Acknowledge reply 


0x03 


[Optional] 


Tx.Rx 


Rx,Tx 




Data Packet 


0x04 


Data packet 


Tx.Rx 


Rx,Tx 





FIG. 5B 




FIG. 5C 



600 



START 



CONNECT TO VNG 
SYSTEM (INSTALL 
CLIENT MODULE) 
610 



I 



REGISTER 
612 



JOIN PNC 
616 



SIGN IN & 
AUTHENTICATE 
614 



1 



DEFINE WORKGROUP 
618 



▼ 

DEFINE PNC 
ATTRIBUTES 
620 



AUTHENTICATE 
WORKGROUP & 
VALIDATE NETWORK 
622 



GENERATE & MANAGE 
PNC 
624 



TERMINATE PNC 
628 



# # 




FIG. 7B 




FIG. 8B 



• 



IBM Compatible 



Workstation 



-LAN- 



IBM Compatible 



SOHO 910 



Dialup Access 






FIG. 9C 



DOOOODD 



IBM Compatible 



Network Server 




Corporate Site 930 



RULES 

IN: VNG SERVER PUBLIC IP/PORT 
OUT: POTENTIAL PARTICIPENTS IP/PORT 




FIG. 9D 




RULES 

IN: VNG SERVER PUBLIC IP/PORT 
OUT: VNG SERVER PUBLIC IP/PORT 



FIG. 9E 



